C3I Clinger-Cohen Questions for Compliance/Certification









1


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B 
C

1
Does it support DoD Core / Primary mission
Sec. 5123

X
X
X


functions?
(1), (3); Sec
CJCSI 3170


3501 (10);


GPRA;


(Core Mission)


1A
Does the program support DoD core / primary functions as documented in the DoD Report of


the Quadrennial Defense Review (QDR)  DoD Strategic Plan?  


1B
Is there an approved Mission Needs Statement (MNS)?  Date, Title?, Approval Authority?


1B’
Does the MNS reference appropriate PSA Functional Strategic Plan goals, objectives, and measures of performance?


1C
Is this program covered by a Capstone Requirements Document (CRD)? Date?, Title?, Approval Authority?


1C’
Does the Capstone Requirements Document reference or use appropriate PSA Functional Strategic Plan goals, objectives, and measures of performance?


1C (a)
If yes, is there an approved and validated CRD?  Date, Title? Approval Authority?


1C (b)
Are there pending changes to the CRD that will/should impact the upcoming milestone decision?  If


yes, explain. 


1D
Is there an approved Operational Requirements Document (ORD)?  Date Title? Approval Authrority?


1D (a)
Is it consistent with the CRD (if applicable)?


1D (b)
Are program outcome-oriented performance objectives and associated thresholds for improving


effectiveness and efficiency of the mission identified in the ORD? 


1D (c)
Is there an Interoperability KPP?  If not, why?  


1D (d)
Is Program Affordability addressed in the ORD?


1D (e)
Has the JROC approved the ORD?  Date?


1D (f)
Are there pending changes to the ORD that will/should impact the upcoming milestone decision?  If


yes, explain. 


1E
If changes to threshold and objective performance requirements have been (are being) made for


the upcoming milestone decision, describe the changes, why they have been (are being) made, and


provide detail on how mission effectiveness and efficiency would be improved/maintained by the


change(s).


1F
Has your system been registered with the DOD CIO IAW the requirements contained in the


current Defense Appropriations Act?  If not, why?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

2
Is it an inherently government function?
Sec. 5113

X
X
X


(b)(2)(B)
OMB Cir.


A-76; FAR


Subpart 7.5


(Outsourcing)


2A

Does the proposed investment in IT support core mission or inherently governmental functions that need to be or must be performed bythe Government? If yes, explain. If no, provide rationale for why the functions should not be


eliminated or outsourced in part or entirely.


2B
Can the functions be accomplished more efficiently (reduced cost and/or improved effectiveness)


by another federal organization.  If no, provide rationale. If yes, explain. 

             2C

        Does the proposed investment in IT fall under A-76?  If not, why.


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B 
C


3
Have work processes been redesigned to reduce costs
Sec. 5123 (4,

X
X
X


and improve effectiveness (including benchmarking
5)
 OMB Cir


against comparable processes in other public or
A-130


private organizations)?




             GAO/AIMD


(BPR/Benchmarking)


3A
Were the mission-related and/or administrative processes thoroughly analyzed (including use


of benchmarking) to determine if any processes should be considered for performance


improvements prior to Milestone A and during Concept Exploration?


3B
Describe how the processes were reengineered and how process performance improvements will be


measured in terms of increased mission performance, cost reduction/avoidance, reduced cycle time, productivity, and quality of output and outcomes.


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

4
Does it maximize use of COTS technology?
Sec. 5122

X
X
X


(b)(3); Sec.
FAR


5201; 10 USC
Part 12;


2377; FASA












Sec 8104

(COTS Solution)

4A
Is there a plan for PMO and/or contractor identification, evaluation and incorporation of


reusable COTS or GOTS hardware and software products (e.g., requirements, domain models,


architectures, designs, software development plans, data element descriptions, test plans, test


data, etc.) in developing the system?  If yes, is the plan consistent with maximizing the use of


COTS technology?


4B
Does the program require the reuse of specific COTS or GOTS common software products (e.g.,


Common Operating Environment) in the system?  If yes, has a plan been developed to integrate


updates, revisions, or replacements to the COTS or GOTS?


4C
Are plans for consideration/implementation of COTS/GOTS hardware and software products


consistent with the approved Acquisition Strategy?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

5
Does the projected ROI support this alternative?
Sec. 5122

X
X


(b)(3),(5)



[ROI includes: improvements to mission performance,
10 USC 2434;
OMB Cir
X
X


resource savings, or qualitative mission benefits]
Sec. 3506
A-130; USD


(h)(5)
Memo 29 Oct


98


(ROI)


5A
Is there an Analysis of Alternatives (AoA)? Date?   Approval Authority?  Has it been updated for the upcoming milestone decision?  If yes, date?  If no, provide status of any in-process AoA.  Does it support the selected alternative?


5B                           Has a Cost Analysis Requirements Document (CARD) been prepared and approved?   Date? 

                                               Has/will it been/be updated for the upcoming milestone decision?  Date?  Describe any changes

                                               that impact the upcoming milestone decision.


5C                          Has an Economic Analysis (EA) (IT programs) or a Program Office Estimate (POE) (NSS programs)? Was a Business                             Case Analysis performed? Date?  Has it been completed?  Date?  Is the EA consistent with the AoA (if applicable)? Does it need to be updated for the upcoming milestone decision?  If yes, status?  


5D
Has the return on investment (ROI) (e.g., improvements to mission performance, resource savings,


qualitative mission benefits, etc.) for the selected alternative been shown to be better than that


for existing/alternative ways of accomplishing the mission?  Has the ROI been adjusted for risk


factors such as technical complexity, likelihood of cost overruns, consequences of under- or


non-performance, etc.?  Explain.  


5E
Are all KPPs in the ORD covered by at least one ROI measure?  Do the selected measures


indicate how well the alternative being pursued will achieve the KPP value(s)?  How do the


current values for these measures support the continuation of the program?


5F
Is there an agreed to cost position by an appropriate cost organization?  Indicate date(s) for 



appropriate document:

            5F (a)
ACAT ID:  Component Cost Analysis (CCA), approved. Date? 


5F (b)
ACAT IC:  ServiceCost Position , approved.  Date? 


5F (c)
ACAT II:  Program Office Estimate, approved by Program Executive Office.  Date?


5G
For DAB programs, has an Independent Cost Estimate (ICE) been prepared by the Cost


Analysis Improvement Group (CAIG)?  Date?  


5H
If your program requires a DAB affordability assessment, has it been performed, and has OSD


deemed the program affordable?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

6
Are work processes, information flows, and technology
Sec. 5123

X
X
X


integrated to achieve DoD strategic goals.
(1),(5); Sec.


3506


(b)(3)(C)


(Strategic Goals)

             6A
Is the program compliant with the DoD Information Management Strategic Plan? 


6A (a)
In support of the DoD mission, have the mission-related and administrative


processes supported been analyzed and information flows determined as part of making IT investment


decisions?


6A (b)
Briefly describe revisions made, or to be made, to the mission-related and/or administrative


processes.


6B
Have work processes been assessed for potential insertion of information system technology


advances that could result in process simplification and/or more effective and efficient mission


accomplishment?  Examples?


6C
What goals have been established for improving the contribution of information systems to


program and mission productivity, efficiency, and effectiveness?  Have measures been identified


that will allow measuring progress towards achieving these goals and have responsibilities been


assigned for performing measurement and evaluating progress?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

7
Does it reflect DoD technology vision?
Sec. 5125
DoDD 4630.5
X
X


(b)(2); Sec.
; DoDI 4630.8


3506 (b)(2),


(h)(1)


Global Information Grid
CJCSI


6212.01A;


CJCSI 3170


Parts 2.2.1,


4.3.4, 4.3.5,


4.3.8, 4.3.9;


22 Aug 96


JTA Memo


(Technology)


7A
For legacy systems, has a JTA Migration Plan been submitted?  If no, when will one be


submitted?  If yes, what is the date of the document and has it been approved?


7B
For new development systems, has the appropriate language been included in the RFP SOW


and/or system specification to require development of the system compliant with the GIG?


7C
Have all aspects of interoperability, including joint and allied interoperability, been included in


the operational architecture, design approach, and selection of technical standards?


7D
Has the system received Interoperability System Test Certification from the JITC and has the


J-6 issued an Interoperability System Validation Memorandum? 


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C


9
Does it incorporate standards that enable information
Sec. 5122
DoDD
X
X


exchange and resource sharing while retaining
(b)(3)
8320.1-M


flexibility?
[PAA-S]; Sec.


5202 [CIO


Assess.


WIPT]; Sec.


3504 (h)(1),


(4)(B); Sec.


3506


(b)(1)(A)


a.   Defense Information Infrastructure Common


Operating Environment (DII COE)



b.   Automated information collection/Continuous
DFARS


Acquisition and Life-Cycle Support  (CALS)
207.105, 227,


252


c.   Software engineering: 
DoDD 3405.1



DoDD


1. Software reuse 
8320.1 


2. Software language 
[PAA-S]


3. DoD standard data 


d.   Electromagnetic Environmental Effects (E3)   


and Spectrum Management


DoDD 3222.3;


DoDD 4650.1;


OMB Cir.


A-11


(Standards / Flexibility)

9A
Is there a documented plan for the system software to use the DII COE as a system foundation? 


To what level of compliance will the program implement the DII COE?  If not planned, has a


waiver been submitted/approved?  Date?


9B
Does the Program require on-line access to, or delivery of, programmatic and technical data in


digital form (required on all new contracts beginning FY97)?  If not, why not?


9C
Has an architecture been developed according to GIG policy that identifies and describes 



the required external system interfaces and associated characteristics?  Where documented?


9D
Are software implementation languages in compliance with the JTA?


9E
Are data standards implemented in compliance with the JTA?


9F
Does the program need to obtain frequency spectrum use approval?  If no, why not?  If yes,


has the appropriate frequency spectrum request (DD1494/J12) been approved? Date?


9G
Has frequency spectrum dependent equipment been certified?  Date?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

11
Will it have fully tested pilots, simulation, or
10 USC 2399
                              X          X


prototypes before production / deployment?



(OT&E)


11A
Is there an approved Simulation Support Plan (SSP) for the Program?  Is it consistent with a


Simulation-Based Acquisition (SBA) approach?


11B
Does the SSP describe how prototyping and simulation will be used to support development and


evaluation of the system consistent with the current Test and Evaluation Master Plan (TEMP)? 


Have the models and simulations that will support program decisions been validated? 


Accredited?


11C
Is there a life cycle plan for the models and simulations?


11D
Is there a TEMP? Date? Approval Authority? Was risk reduction considered in development of the TEMP?


11E
Does the test and evaluation strategy embodied in the TEMP include use of modeling and


simulation in meeting the test and evaluation requirements?

              11F
Does the TEMP  address how each ORD KPP, including the Interoperability KPP, will be tested?

              11G
Does the TEMP describe how operational testing will be done as part of live exercises in a full operational environemnent that is consistent with the Concept of Operations for the system?

               11H
Does the TEMP indicate how operational test results will be used to determine whether expected mission benefits from the system, e.g., improved mission performance, are realized and any deltas that remain?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

12
A
Sec. 5123
X
X
X


re there clearly established measures and  
(1),(3),(4) ;


accountability for program progress?  Are these  
10 USC Sec.


measures linked to strategic goals? 
2220 [Prog.


Reqts.


WIPT); Sec.


3506 (b)(2);


GPRA


a. Acquisition Program Baseline
10 USC
 CJCSI
X
X


2220(a)(1),
3170 


2435



b. Cost as an Independent Variable (CAIV) objectives

X
X


DoDD 5000.1


c. Milestone Exit Criteria
10 USC

X
X


2220(a)(1)



d. Software measures

X
X


(Performance Measures)


12A
Has the APB been updated for the upcoming milestone decision and is it consistent with the


current ORD?  Has the APB been reviewed and deemed ready for submission to the Milestone


Decision Authority (MDA)?  


12B
Has the revised APB been approved by the MDA?  Date?


12C
Describe the PMO CAIV objectives.


12D
Describe how the contractors are managed in order to achieve PMO CAIV objectives.


12E
                     Has the mission performance measurements established by functional sponsorsbeen linked to DoD, PSA/JS & Component 




Enterprise goal and measures, and to ORD requirements?   What performance measures are being used?   Has accountability

 


been established for program progress toward meeting the ORD requirements?


12F
Have software metrics been identified that support determination of software development


progress/problems?  What are the key metrics being used?


12G
Have all exit criteria for the current phase been satisfied? If no, which ones haven't been satisfied


and how will they be satisfied before the milestone decision?


12H
Have entrance and exit criteria been developed for the next phase?  Is there at least one for tracking


progress on each of technical, schedule, and management risk areas?  If no, why not?  Have


the exit criteria been included in the proposed ADM?  Has the ADM been reviewed and deemed


ready to submit to the MDA? 


12I
Are the critical operational issues and criteria (COIC) based on the outcome and output


oriented performance measures documented in the ORD?


12J
Are there clearly defined output and outcome performance measures and accountability for


program progress for post-deployment/fielding? 

             12K
Has responsibility for Post Implementation Reviews been established? Is there a PIR schedule? How will PIR results be used to improve future increments and blocks?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

13
Is it supported by all intended users or sponsors?
Sec. 5122 (2)
                              X
   X
   X


DoDD 5134.1;


OMB Cir A-11


(Full Funding)


13A
Is the program or current increment fully funded (POM'd or firm commitment from funding


organization that it will be POM'd next cycle) and supported by the users/sponsors ?  


13B
Is the program or current increment consistent with DoD funding priorities  as reflected in the DPG or other budget guidance? 


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

14
14. Will it be implemented in a phased strategy?
Sec. 5202

X
X


FAR


Part 39


(Incr., Evolutionary, or Block)

14A
Is the Acquisition Strategy current for the upcoming milestone decision?  If so, has the


Acquisition Strategy been approved?  Date?  If no, what is the plan for revising the Acquisition


Strategy?


14B
Does the Acquisition Strategy call for block/increment development and fielding?  If no, why not?  If


yes, have the increments been defined such that each is not dependent upon any subsequent


increment for performance of its principal functions?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

15
D oes the acquisition strategy allocate risk between
Sec. 5201

X
X


government and contractor?
FAR; OMB Cir 



A-131; FAR 


Parts 12&16


(Contract Risk Management)


15A
Does the Acquisition Strategy identify what contract vehicle(s) are to be used to execute the


program and how these contract vehicles will address potential risk areas?


15B
Does the Acquisition Strategy consider risk sharing by government and contractors, and how to


incentivize the contractors to reduce/avoid cost?


15C
What is being done to provide the contractor incentive to accept or share the risk and produce


reliable, supportable products?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

16
Does it effectively use competition?
CICA; 41  

 X
 X


USC 418; 10
FAR 6.3


USC 2318


(Competition)

16A
Does the Acquisition Strategy call for competition in all increments and life cycle phases?  If no,


why not?


16B
For incremental development, does the Acquisition Strategy:


16Ba)
Identify if and why full and open competition would not be appropriate for a subsequent


increment(s)?  Explain. 


16Bb)
Call for an approach supportive of component breakout that allows consideration of a broad set of


suppliers for components with open system interfaces? 


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

17
Are contract payments tied to accomplishments?
Sec. 3506

X
X


(b)(2), (5)
 


(Earned Value)


17A
Describe the government and contractor jointly developed contract work breakdown structure


(WBS) and organizational elements that constitute cost, schedule, or technical risk on the


contract?


17B
Is there a procedure in place:  to periodically review and modify these risk areas; and to require


the contractor to provide explanations of variances in these risk areas if they exceed


pre-established thresholds?  Are there thresholds identified as conditions for re-evaluating


program schedules and/or funding?


17C

 Are earned value or equivalent metrics used to determine program progress and schedule status?  



How often are these metrics reviewed against the program baseline?


17D
Describe the basis on which costs are reimbursed and/or progress payments are made.


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

18
Supportability Analysis

X
X


(Supportability Analysis)


18A
Has the program planned and programmed for system software support throughout the life cycle


of the system?


18A (a)
If a transition of software support responsibility has been negotiated, describe who assumes


responsibility, when, and if Post-Production Software Support (PPSS) funding has been


programmed.


18A (b)
Does the PM have resources programmed to respond to emergency change requests for fielded


software?  To distribute?


18B
What software usability/supportability demonstrations are planned or have been performed? 


Summarize the key results to date.

            18C    
Does the Acquisition Program Baseline (APB) address program-related O&S costs,


cost reduction plan (detailed in SCMAs)?


18D
Has a C4I Support Plan been prepared/updated for the upcoming milestone decision?    Has it


been accepted by OASD/C3I?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

19
S ystems Safety
                                          X
      X


Software Quality
 


Software Testing


 


(Systems Safety)


19A
If there are software items whose failure could result in unintended death, injury, loss of


property, or environmental harm, has a plan been developed to minimize or eliminate the


occurrence of such failures and/or potential impact of such items?


19B
       What provisions are you making  to ensure that materiel release will include certification that 

                                                        the software is considered suitable, effective and supportable for release to the field?


19C
Have the guidelines been followed in developing software test processes and procedures? 



 How are software changes to fielded software tested? 


19D
Does the program have a plan and metrics for testing software throughout its development cycle? 


Will such testing allow determination of its evolving maturity and likelihood of supporting


required system performance, effectiveness, and suitability? 


19E
What software metrics are being used to manage/improve the software development process?  How


have software metrics been used to assess the software maturity quality?  


19F
What is the program software defect prevention concept?  


19F (a)
Does the concept accommodate the identification, tracking, and correction of defects?


19F (b)
What training or operational documents are planned that address the handling of defects that are


allowed to be fielded?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

20
Software Process Improvement

X
X


(Software Process Improvement)


20A
How will you determine software program risk associated with the contractor software


process capabilities?  Will you perform a software process risk assessment in the source


selection?


20B
What software Capability Maturity Model (CMM) level has been established as the goal for the


program?  Has it been attained?  If CMM Level 3 is not planned or will not be attained, has a


risk management plan been developed by the PM?   If yes, date?


20C
How has the development organization  software process been tailored for this project? 


What process improvement goals and incentives have been established for the software


developer(s)?


20D
How will  the program monitor how the prime contractor manages their software subcontractors,


and ensure that all contractual requirements and provisions are flowed down?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

21
Information Assurance
Sec. 5123 (6);

  X
 X
 X


Sec. 3504(g)
DoDD


TS 3600.1;


DoDD 5200.28


(Information Assurance)


21A
If security is an issue, has a security strategy been developed and described in a security


model of the architecture that is traceable through requirements, design, implementation, and


operating procedure documents?  Are the IA features consistent with the architecture


described in the program's C4I Support Plan? Is the security strategy consistent with DoD security policy?


21B
Is there an approach that addresses how specific security features will be tested and certified


(e.g., level of access, number of allowable passwords, response of system to an incorrect


password)?


21C
Is Information Security integrated into a Command and Control protect program with OPSEC,


Electronic Protection, Intelligence, Counter PSYOPS and Deception and Physical Security?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

23
Public Key Infrastructure (PKI)
DepSecDef PKI
      X
   X
    X


Memo,  


 6 May 00 

                                  Does the AIS Implement PKI IAW DOD Guidance?



X         X          X

 


(Public Key Infrastructure)


23A
Has the Functional Proponent (FP) identified and documented requirements to use public key


infrastructure (PKI) for encryption or digital signatures in the CRD/ORD?  CRD/ORD date(s)? 


If no, why not?


23B
Has the program planned, programmed, and budgeted for the implementation of PKI consistent


with the current DOD PKI policies?  If no, why not?


23C
Has the program developed and implemented a training program to ensure the application's users


are adequately trained on the use of PKI?  If no, why not?


23D
Has the program implemented PKI using the DOD PKI  Policy?


If no, why not?


Program Requirement
Source of Requirement
Milestone Applicability


(Short Title)
Statutory
Regulatory
A
B
C

24
Smart Card and Common Access Card (CAC)
DepSecDef PKI
   X
  X
   X


Memo,  


  6 May 00


Does the AIS Implement Smart Cards IAW


Legislative, Federal, DOD?


(Smart Card/Common Access Card)


24A
Has the Functional Proponent (FP) identified and documented requirements to use Smart


Cards (SC) or the DOD Common Access Card (CAC)  in the CRD/ORD?  CRD/ORD date(s)?  If


no, why not?


24B
Has a business case analysis been performed to determine if the Smart Card requirement can be


satisfied by the existing DOD CAC (personnel identification, physical and logical access) or if


implementation of Smart Card technology outside the DOD CAC can be justified?  Explain.


24C
Has Smart Card implementation intent been submitted for:  (1) consideration to


incorporate on the DOD CAC, or (2) consideration of waiver for Smart Card implementation


that will not use the current DOD CAC?


24D
Has the program, in coordination with the FP, planned, programmed, and budgeted for the


implementation of Smart Card technology consistent with the current DOD and Army policies


regarding Smart Card Technology and the DOD CAC?


24E
Has the program developed and implemented a training program to ensure the application's users


are adequately trained on the use an protection of Smart Card Technology?  If no, why not?

